St Mary’s Church of England Academy

Privacy Notice - Staff

Purpose of this document

St Mary’s Church of England Academy is a data controller and this document describes the staff data that
is collected and how it is processed. As a controller we are responsible for deciding what data is collected
and how it is processed.

Under the Data Protection Act 2018 and the GDPR we must abide by the principle of transparency and
the right of data subjects to be informed how their data is processed.

This document provides such information. It will be updated from time to time and updates
communicated to the relevant data subjects.

It is your duty to inform us of changes.

Why we collect and use this information

We use Academy staff data to:

e enable the development of a comprehensive picture of the workforce and how it is deployed;
e inform the development of recruitment and retention policies;
e enable individuals to be paid

The Data Protection Principles

We will comply with data protection law. This says that the personal information we hold about you
must be:

e Used lawfully, fairly and in a transparently

e Collected and used only for the specific, explicit and legitimate purpose they have been collected
for and not for any other purposes

e Adequate and relevant and limited only to what is necessary

e Accurate and kept up to date

e Kept only as long as necessary

e Kept securely, using appropriate technical and/or organisation measures

Your rights

You have rights associated with how your data is collected and processed. Not every right is absolute,
but under certain circumstances you can invoke the following rights:

Right of access

Right of erasure

Right of rectification

Right to object to processing
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Right to be informed

Right to data portability

Right to not be subject to decisions based on automated decision making

Right to restrict processing

Right to seek compensation for damages caused by a breach of the Data Protection regulations.

The Data Protection Officer (DPO) is in position to ensure your rights are supported. To contact the DPO
telephone: 0800 0862018 or email: dpo@dataprotection.education.

The lawful basis on which we process this information

We collect and process Academy staff information:

e under Article 6 of the General Data Protection Regulation (GDPR) to perform our official function
(public task).

e classed as Special Category data, e.g. race, ethnicity etc under Article 9 of the General Data
Protection Regulation (GDPR) to carry out tasks in the public interest.

e where it is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law.

e where it is carried out as a task in the public interest such as equal opportunities monitoring, for
child protection purposes or where otherwise authorised by law, such as Departmental Censuses
as required in the Education Act 1996.

e under the terms of the contract of employment.

® as part of the recruitment process background checks will be done which may involve the
collection of criminal convictions. We will process criminal conviction data as it is reported during
employment/recruitment to assess suitability of continued employment/recruitment.

e where you have given us consent to do so.

Collecting this information

Whilst the majority of information you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with data protection legislation, we will inform you whether you are
required to provide certain Academy staff information to us or if you have a choice in this.

Information will be collected during the application and recruitment process, from you or your agency.
Additional information may be requested from third-parties during the recruitment process including
agencies undertaking background checks and former employers.

CCTV recording and monitoring is in use on site.

Storing this information

We hold Academy staff data as documented in our Retention Schedule, which can be requested by
contacting the Academy office.

Types of Academy staff data

The categories of Academy staff information that we may collect, process, hold and share include:
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Personal information such as:

Name

Date of birth

Gender/gender recognition certification

National insurance number

Nationality

Contact details (home phone number, personal email address)
Address

Marital status

Emergency contact / next of kin

Facial image

Special categories of data such as:

Racial / ethnic group
Religion
Trade union membership (and payroll deductions made)
Health data including:
o Occupational health referrals and associated data
o Pre-employment medicals
o Disabilities
o Access to work assessments and associated data
o Absence when due to sickness
Sexual orientation (if raised in discrimination issues)
Criminal convictions
Prohibition order check results
Childcare disqualification check results
Disclosure and Barring Service check results

Contract and work record information such as:

Employee and/or teacher number
Start dates
Working hours
History of posts held
Contract offer
Work history including:
Details of previous jobs and employers
o Referees
o Job application
o CVs
o Qualifications
e Absence record
Disciplinary/grievance/complaint records
e Right to work information (passport, visa, indefinite leave to remain)

o
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Training records

Performance review data

Accident/incident reports

Safeguarding data

Data collected during execution of duties including:
Information and communication system usage
Location and usage of work mobile devices
Internet usage

Financial such as:

Bank details

Salary, payroll and tax information

Extraordinary payments (insurance, compensation)
Pension deductions

Salary sacrifice and statutory deductions

Give As You Earn scheme

Who we share this information with

We routinely share this information with:

e OQur local authority;

The Department for Education (DfE);

e Third-party service providers (where a contract exists) in order to fulfil contractual obligations
(such as payroll) or where a service is being used in the operations of the Academy (such as
parent communication applications).

Only information required for the stated purpose is shared and all third-parties are required to ensure
appropriate technical and organisational measures are in place to secure your data.

Why we share Academy staff information

We do not share information about staff members with anyone without consent unless the law and our
policies allow us to do so.

We are required to share information about our pupils with the (DfE) under section 5 of the Education
(Supply of Information about the School Workforce) (England) Regulations 2007 and amendments.

Data collection requirements:

The DfE collects and processes personal data relating to those employed by schools (including Multi
Academy Trusts) and local authorities that work in state funded schools (including all maintained
schools, all academies and free schools and all special schools including Pupil Referral Units and
Alternative Provision). All state funded schools are required to make a census submission because it is a
statutory return under sections 113 and 114 of the Education Act 2005.
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To find out more about the data collection requirements placed on us by the Department for Education
including the data that we share with them, go to
https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The department may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:

e conducting research or analysis;
e producing statistics;
e providing information, advice or guidance.

The department has robust processes in place to ensure that the confidentiality of personal data is
maintained and there are stringent controls in place regarding access to it and its use. Decisions on
whether DfE releases personal data to third parties are subject to a strict approval process and based on
a detailed assessment of:

who is requesting the data;

the purpose for which it is required;

the level and sensitivity of data requested and;

the arrangements in place to securely store and handle the data.

To be granted access to school workforce information, organisations must comply with its strict terms
and conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data.

To contact the department: https://www.gov.uk/contact-dfe.

COVID-19

Data collected for the purposes of public health (including visitor contact data for COVID-19) will be kept
as long as required. Contact data for visitors will be kept for 21 days after the most recent visit, with
information on visitors kept as per standard retention requirements. Public Health data may be shared
with third-parties as required including, but not limited to:

e National Health Service (including NHS Test and Trace)
e UK Health Security Agency (UKHSA)
e Other local health authorities

Data collected and processed for public health purposes is done so under GDPR Article 9(2)(i) which
states: (in part) "processing is necessary for reasons of public interest in the area of public health, such
as protecting against serious cross-border threats to health..." and Recital 54 which includes: "The
processing of special categories of personal data may be necessary for reasons of public interest in the
areas of public health without consent of the data subject."



https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
https://gdpr-info.eu/art-9-gdpr/
https://gdpr-info.eu/recitals/no-54/
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Concerns about how your personal data is handled

If you have a concern about the way we are collecting or using your personal data, we ask that you raise
your concern with us in the first instance using the contact information on the second page of this
document.

Alternatively, you can contact the Information Commissioner’s Office at https://ico.org.uk/concerns/.



https://ico.org.uk/concerns/

