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 St Mary’s Church of England Academy 

 ‘In the light of Christ we will shine together’ 

 Jesus said:  I am the light of the world.  John 8.12 
 Live as children of light – for the fruit of light is all that is good and true and right. Ephesians 

 5.8-9 

 Our ambi�on is to serve our community by providing an excellent educa�on, which is inclusive 
 and dis�nc�ve within the context of Chris�an belief and prac�ce, upholding our values in the 

 daily life of the Academy and in our rela�onships with others. 

 1.  AIMS 

 1.1.  The Academy aims to ensure that it will: 

 ●  Have  robust  processes  in  place  to  ensure  the  online  safety  of  pupils,  staff,  volunteers  and 
 Governors 

 ●  Deliver  an  effec�ve  approach  to  online  safety,  which  empowers  us  to  protect  and  educate  the 
 whole school community in its use of technology 

 ●  Establish clear mechanisms to iden�fy, intervene and escalate an incident, where appropriate 

 1.2.  The 4 key categories of risk 

 Our approach to online safety is based on addressing the following categories of risk: 

 ●  Content  –  being  exposed  to  illegal,  inappropriate  or  harmful  content,  such  as  pornography,  fake 
 news, racism, misogyny, self-harm, suicide, an�-Semi�sm, radicalisa�on and extremism 

 ●  Contact  –  being  subjected  to  harmful  online  interac�on  with  other  users,  such  as  peer-to-peer 
 pressure,  commercial  adver�sing  and  adults  posing  as  children  or  young  adults  with  the  inten�on 
 to groom or exploit them for sexual, criminal, financial or other purposes 

 ●  Conduct  –  personal  online  behaviour  that  increases  the  likelihood  of,  or  causes,  harm,  such  as 
 making,  sending  and  receiving  explicit  images  (e.g.  consensual  and  non-consensual  sharing  of 
 nudes  and  semi-nudes  and/or  pornography),  sharing  other  explicit  images  and  online  bullying; 
 and 

 ●  Commerce  –  risks  such  as  online  gambling,  inappropriate  adver�sing,  phishing  and/or  financial 
 scams 

 2.  LEGISLATION AND STATUTORY GUIDANCE 
 2.1.  This  policy  is  based  on  the  Department  for  Educa�on’s  (DfE)  statutory  safeguarding  guidance, 

 Keeping Children Safe in Educa�on  , and its advice  for schools on: 

 >  Teaching online safety in schools 
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 >  Preven�ng and tackling bullying  and  cyber-bullying: advice for headteachers and school staff 
 >  Rela�onships and sex educa�on 
 >  Searching, screening and confisca�on 

 2.2.  It also refers to the DfE’s guidance on  protec�ng  children from radicalisa�on  . 

 It  reflects  exis�ng  legisla�on,  including  but  not  limited  to  the  Educa�on  Act  1996  (as  amended),  the 
 Educa�on  and  Inspec�ons  Act  2006  and  the  Equality  Act  2010  .  In  addi�on,  it  reflects  the  Educa�on 
 Act  2011  ,  which  has  given  teachers  stronger  powers  to  tackle  cyber-bullying  by,  if  necessary, 
 searching  for  and  dele�ng  inappropriate  images  or  files  on  pupils’  electronic  devices  where  they 
 believe there is a ‘good reason’ to do so. 

 2.3.  The policy also takes into account the Na�onal Curriculum compu�ng programmes of study. 

 2.4.  This policy complies with our funding agreement and ar�cles of associa�on. 

 3.  ROLES AND RESPONSIBILITIES 

 3.1.  The Governing Body 

 The  Governing  Body  has  overall  responsibility  for  monitoring  this  policy  and  holding  the  Principal  to 
 account for its implementa�on. 

 The  Governing  Body  will  coordinate  regular  mee�ngs  with  appropriate  staff  to  discuss  online  safety,  and 
 monitor online safety logs as provided by the Designated Safeguarding Lead (DSL). 

 A named Governor will oversee online safety. 

 All Governors will: 

 ●  Ensure that they have read and understand this policy 
 ●  Agree  and  adhe  re  to  the  terms  on  acceptable  use  of  the  school’s  ICT  systems  and  the  internet 

 (appendix 3) 
 ●  Ensure  that  online  safety  is  a  running  and  interrelated  theme  while  devising  and  implemen�ng 

 their whole school approach to safeguarding and related policies and/or procedures 
 ●  Ensure  that,  where  necessary,  teaching  about  safeguarding,  including  online  safety,  is  adapted 

 for  vulnerable  children,  vic�ms  of  abuse  and  some  pupils  with  SEND  because  of  the  importance 
 of  recognising  that  a  ‘one  size  fits  all’  approach  may  not  be  appropriate  for  all  children  in  all 
 situa�ons, and a more personalised or contextualised approach may o�en be more suitable 

 ●  Complete the Na�onal Online Safety cer�fied Online Safety Course for School Governors annually 

 3.2.  The Principal 

 The  Principal  is  responsible  for  ensuring  that  staff  understand  this  policy,  and  that  it  is  being 
 implemented consistently throughout the Academy. 

 3.3.  The Designated Safeguarding Lead 
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 Details of the Academy’s DSL and depu�es are set out in our Safeguarding and Child Protec�on Policy. 

 The DSL takes lead responsibility for online safety in school, in par�cular: 

 ●  Suppor�ng  the  Principal  in  ensuring  that  staff  understand  this  policy  and  that  it  is  being 
 implemented consistently throughout the Academy 

 ●  Working  with  the  Principal,  ICT  Manager  and  other  staff,  as  necessary,  to  address  any  online 
 s  afety issues or incidents 

 ●  Managing all online safety issues and incidents in  line with the school child protec�on policy 
 ●  Ensuring  that  any  incidents  of  cyberbullying  are  logged  and  dealt  with  appropriately  in  line  with 

 the Academy behaviour policy 
 ●  Upda�ng and delivering staff training on online safety 
 ●  Liaising with other agencies and/or external services if necessary 
 ●  Providing regular reports on online safety in school to the Principal and/or Governing Body 
 ●  Regularly  reviewing  the  filtering  and  monitoring  system  -  alerts  are  routed  to  an  appropriate 

 member of staff and acted upon as necessary. 

 This list is not intended to be exhaus�ve. 

 3.4.  The ICT Manager 

 The ICT manager is responsible for: 

 ●  Pu�ng  in  place  an  appropriate  level  of  security  protec�on  procedures,  such  as  filtering  and 
 monitoring  systems,  which  are  reviewed  and  updated  on  a  regular  basis  to  assess  effec�veness 
 and  ensure  pupils  are  kept  safe  from  poten�ally  harmful  and  inappropriate  content  and  contact 
 online while at school, including terrorist and extremist material 

 ●  Ensuring  that  the  Academy’s  ICT  systems  are  secure  and  protected  against  viruses  and  malware, 
 and that such safety mechanisms are updated regularly 

 ●  Con�nually conduc�ng security checks and monitoring the Academy’s ICT systems 
 ●  Blocking  access  to  poten�ally  dangerous  sites  and,  where  possible,  preven�ng  the  downloading 

 of poten�ally dangerous files 
 ●  Ensuring that any online safety incidents are logged and shared with the DSL 

 This list is not intended to be exhaus�ve. 

 3.5.  All Staff and Volunteers 

 All staff, including contractors and agency staff, and volunteers are responsible for: 

 ●  Maintaining an understanding of this policy 
 ●  Implemen�ng this policy consistently 
 ●  Agreeing  and  adhering  to  the  terms  on  acceptable  use  of  the  Academy’s  ICT  systems  and  the 

 Internet , and ensuring that pupils follow the Academy’s terms on acceptable use 
 ●  Working  with  the  DSL  to  ensure  that  any  online  safety  incidents  are  logged  on  CPOMS  and  dealt 

 with appropriately in line with this policy 
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 ●  Ensuring  that  any  incidents  of  cyberbullying  are  dealt  with  appropriately  in  line  with  the  Academy 
 behaviour policy 

 ●  Responding  appropriately  to  all  reports  and  concerns  about  sexual  violence  and/or  harassment, 
 both online and offline and maintaining an a�tude of ‘it could happen here’ 

 This list is not intended to be exhaus�ve. 

 In  addi�on  to  the  above,  all  teaching,  support  and  admin  staff  will  complete  The  Na�onal  Online  Safety 
 cer�fied Online Safety for School Staff online. 

 3.6.  Parents and Carers 

 Parents are e  xpected to: 

 ●  No�fy a member of staff or the Principal of any concerns or queries regarding this policy 
 ●  Ensure  their  child  has  read,  understood  and  agreed  to  the  terms  on  acceptable  use  of  the 

 Academy’s ICT systems and Internet (appendices 1 and 2) 

 Parents  are  encouraged  to  access  and  complete  The  Na�onal  Online  Safety  Online  Safety  Course  and 
 App  for Parents and Carers. 

 Parents  can  seek  further  guidance  on  keeping  children  safe  online  from  the  following  organisa�ons  and 
 websites: 

 ●  What are the issues? -  UK Safer Internet Centre 
 ●  Hot topics -  Childnet Interna�onal 
 ●  Parent resource sheet –  Childnet Interna�onal 
 ●  Healthy rela�onships –  Disrespect Nobody 
 ●  Na�onal Online Safety 

 3.7.  Visitors and Members of the Community 

 Visitors  and  members  of  the  community  who  use  the  Academy’s  ICT  systems  or  Internet  will  be  made 
 aware  of  this  policy,  when  relevant,  and  expected  to  read  and  follow  it.  If  appropriate,  they  will  be 
 expected to agree to the terms on acceptable use (appendix 3). 

 Where  a  visitor  comes  in  to  deliver  an  assembly  or  presenta�on  using  ICT  equipment  to  children,  a 
 member of staff must remain with the visitor whilst the presenta�on is delivered. 

 4.  REPORTING AND RESPONDING TO ONLINE SAFETY INCIDENTS 

 4.1.  The Academy will take all reasonable precau�ons to ensure online safety for all school users but 
 recognises that incidents may occur inside and outside of the school (with impact on the school) 
 which will need interven�on. The school will ensure: 
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 ●  there  are  clear  repor�ng  routes  which  are  understood  and  followed  by  all  members  of  the  school 
 community  which  are  consistent  with  the  school  safeguarding  procedures,  and  with  the 
 whistleblowing, complaints and managing allega�ons policies. 

 ●  all  members  of  the  school  community  will  be  made  aware  of  the  need  to  report  online  safety 
 issues/incidents 

 ●  reports will be dealt with as soon as is prac�cally possible once they are received 
 ●  the  Designated  Safeguarding  Lead,  Online  Safety  Lead  and  other  responsible  staff  have 

 appropriate skills and training to deal with online safety risks. 
 ●  If  there  is  any  suspicion  that  the  incident  involves  any  illegal  ac�vity  or  the  poten�al  for  serious 

 harm  (see  flowchart  and  user  ac�ons  chart  in  the  appendix),  the  incident  must  be  escalated 
 through the agreed school safeguarding procedures. 

 ●  any  concern  about  staff  misuse  will  be  reported  to  the  Principal,  unless  the  concern  involves  the 
 Principal, in which case the concern is referred to the Chair of Governors and the local authority 

 ●  it  is  important  that  those  repor�ng  an  online  safety  incident  have  confidence  that  the  report  will 
 be treated seriously and dealt with effec�vely 

 ●  there  are  support  strategies  in  place  e.g.,  peer  support  for  those  repor�ng  or  affected  by  an 
 online safety incident 

 ●  incidents should be logged using the CPOMS repor�ng system 
 ●  relevant  staff  are  aware  of  external  sources  of  support  and  guidance  in  dealing  with  online  safety 

 issues,  e.g.  local  authority;  police;  Professionals  Online  Safety  Helpline;  Repor�ng  Harmful 
 Content; CEOP. 

 ●  Staff  and  children  are  aware  that  we  use  Securas  to  monitor  online  safety,  checked  daily  by  the 
 DSL. Staff misuse will be stored on Staff Safe (CPOMS) 

 ●  Staff know that we use Surf Safe as our filtering so�ware 
 ●  those  involved  in  the  incident  will  be  provided  with  feedback  about  the  outcome  of  the 

 inves�ga�on and follow up ac�ons (as relevant) 
 ●  learning  from  the  incident  (or  pa�ern  of  incidents)  will  be  provided  (as  relevant  and 

 anonymously) to: 

 > staff, through regular briefings 
 >  learners, through assemblies/lessons 
 >  parents/carers, through newsle�ers, school social media, website 
 > governors, through termly safeguarding updates 
 > local authority/external agencies, as relevant 

 4.2.  The  Academy  will  make  the  flowchart  below  available  to  staff  to  support  the  decision-making  process 
 for dealing with online safety incidents. 
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 4.3.  It  is  more  likely  that  the  school  will  need  to  deal  with  incidents  that  involve  inappropriate  rather  than 
 illegal  misuse.  It  is  important  that  any  incidents  are  dealt  with  as  soon  as  possible  in  a  propor�onate 
 manner,  and  that  members  of  the  school  community  are  aware  that  incidents  have  been  dealt  with.  It 
 is  intended  that  incidents  of  misuse  will  be  dealt  with  through  normal  behaviour/disciplinary 
 procedures outlined in ‘Our Good Behaviour Promise. 
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 5.  EDUCATING PUPILS ABOUT ONLINE SAFETY 

 5.1.  In  order  to  go  online  at  school,  pupils  must  read  and  agree  to  the  acceptable  use  policy  for  their  key 
 stage  annually.  In  addi�on,  each  class  will  discuss  and  write  their  own  set  of  rules  for  being  safe 
 online  at  the  start  of  every  academic  year  which  will  be  on  display  in  the  classroom  and  shared  with 
 parents and carers. 

 5.2.  Pupils will be taught about online safety as part of the curriculum including: 

 5.3.  All schools have to teach: 

 ●  Rela�onships educa�on and health educa�on  in primary  schools 

 5.4.  In Key Stage 1, pupils will be taught to: 

 ●  Use technology safely and respec�ully, keeping personal informa�on private 
 ●  Iden�fy  where  to  go  for  help  and  support  when  they  have  concerns  about  content,  contact  or 

 conduct on the Internet or other online technologies. 

 5.5.  Pupils in Key Stage 2 will be taught to: 

 ●  Use technology safely, respec�ully and responsibly 
 ●  Recognise acceptable and unacceptable behaviour 
 ●  Iden�fy a range of ways to report concerns about content, contact and conduct 

 5.6.  By the end of primary school, pupils will know: 

 ●  That  people  some�mes  behave  differently  online,  including  by  pretending  to  be  someone  they  are 
 not. 

 ●  That  the  same  principles  apply  to  online  rela�onships  as  to  face-to-face  rela�onships,  including 
 the importance of respect for others online including when we are anonymous 

 ●  The  rules  and  principles  for  keeping  safe  online,  how  to  recognise  risks,  harmful  content  and 
 contact, and how to report them 

 ●  How  to  cri�cally  consider  their  online  friendships  and  sources  of  informa�on  including  awareness 
 of the risks associated with people they have never met 

 ●  How informa�on and data is shared and used online 
 ●  What  sorts  of  boundaries  are  appropriate  in  friendships  with  peers  and  others  (including  in  a 

 digital context) 
 ●  How  to  respond  safely  and  appropriately  to  adults  they  may  encounter  (in  all  contexts,  including 

 online) whom they do not know 

 5.7.  The  safe  use  of  social  media  and  the  Internet  will  also  be  covered  across  a  range  of  curriculum 
 subjects where relevant. 

 5.8.  Where  necessary,  teaching  about  safeguarding,  including  online  safety,  will  be  adapted  for  vulnerable 
 children, vic�ms of abuse and some pupils with SEND. 
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 5.9.  Guidance  on  rela�onships  educa�on,  rela�onships  and  sex  educa�on  (RSE)  and  health  educa�on 
 states  that  all  schools  have  to  teach  Rela�onships  educa�on  and  health  educa�on  in  primary  schools 
 in which elements of online safety will also be covered. 

 5.10.  The  Academy  will  use  assemblies  to  raise  pupils’  awareness  of  the  dangers  that  can  be  encountered 
 online and may also invite speakers to talk to pupils about this. 

 5.11.  Teachers  will  work  with  the  Online  Safety  Lead  to  develop  a  planned  a  coordinated  online  safety 
 educa�on  programme  through  the  use  of  Project  Evolve,  which  provides  for  each  of  the  330 
 statements  from  UK  Council  for  Internet  Safety's  (UKCIS)  framework  “Educa�on  for  a  Connected 
 World”  with  perspec�ves;  research;  ac�vi�es;  outcomes;  suppor�ng  resources  and  professional 
 development  materials.  In  addi�on  to  dis�nct  lessons,  Online  Safety  will  be  addressed  through 
 selected PSHE units from the Cambridgeshire Primary Personal Development Programme. 

 5.12.  Teachers  will  use  our  Insight  Tracking  assessment  system  to  assess  children’s  knowledge  and 
 understanding  of  online  safety.  This  will  be  reported  through  the  Safeguarding  link  governor  role. 
 Where we have concerns about a child’s understanding, addi�onal support will be put in place. 

 6.  EDUCATING PARENTS ABOUT ONLINE SAFETY 

 6.1.  The  Academy  will  raise  parents’  awareness  of  Internet  safety  in  weekly  roundups  sharing  the  Na�onal 
 Online  Safety  #WakeUpWednesday  resource  and  through  informa�on  publ  ished  on  our  website.  This 
 policy  will  also  be  shared  with  parents.  .Email  updates  will  be  sent  home  as  and  when  it  is  felt 
 necessary as part of our ongoing reflec�ons. 

 6.2.  Online  safety  will  also  be  covered  during  parents’  welcome  evenings  at  the  start  of  the  academic 
 year. 

 6.3.  Parents  are  encouraged  to  access  the  Na�onal  Online  Safety  Online  Safety  for  Parents  and  Carers 
 course. 

 6.4.  If  parents  have  any  queries  or  concerns  in  rela�on  to  online  safety,  these  should  be  raised  in  the  first 
 instance with the Principal and/or the DSL. 

 6.5.  Concerns or queries about this policy can be raised with any member of staff or the Principal. 

 7.  CYBER-BULLYING 
 7.1.  Defini�on 

 Cyberbullying  takes  place  online,  such  as  through  social  networking  sites,  messaging  apps  or  gaming 
 sites.  Like  other  forms  of  bullying,  it  is  the  repe��ve,  inten�onal  harming  of  one  person  or  group  by 
 another person or group, where the rela�onship involves an imbalance of power. 

 7.2.  Preven�ng and Addressing Cyberbullying 

 Online Safety Policy 
 Page:  9 



 St Mary’s Church of England Academy 

 To  help  prevent  cyberbullying,  we  will  ensure  that  pupils  understand  what  it  is  and  what  to  do  if  they 
 become  aware  of  it  happening  to  them  or  others.  We  will  ensure  that  pupils  know  how  they  can  report 
 any incidents and are encouraged to do so, including where they are a witness rather than the vic�m. 

 The  Acade  my  will  ac�vely  discuss  cyberbullying  with  pupils,  explaining  the  reasons  why  it  occurs,  the 
 forms  it  may  take  and  what  the  consequences  can  be.  Class  teachers  will  discuss  cyberbullying  with 
 their classes, and the issue will be addressed in assemblies as well as the annual  An�-Bullying Week  . 

 Teaching  staff  are  also  encouraged  to  find  opportuni�es  to  use  aspects  of  the  curriculum  to  cover 
 cyberbullying.  This  includes  personal,  social,  health  and  economic  (PSHE)  educa�on,  and  other 
 subjects where appropriate. 

 All  staff,  Governors  and  volunteers  (where  appropriate)  receive  training  on  cyberbullying,  its  impact 
 and ways to support pupils, as part of safeguarding training (see sec�on 11 for more detail). 

 The  Academy  also  sends  informa�on/leaflets  on  cyberbullying  to  parents  so  that  they  are  aware  of 
 the signs, how to report it and how they can support children who may be affected. 

 In  rela�on  to  a  specific  incident  of  cyberbullying,  the  Academy  will  follow  the  processes  set  out  in  the 
 Academy  behaviour  policy.  Where  illegal,  inappropriate  or  harmful  material  has  been  spread  among 
 pupils, the Academy will use all reasonable endeavours to ensure the incident is contained. 

 The  DSL  will  consider  whether  the  incident  should  be  reported  to  the  police  if  it  involves  illegal 
 material, and will work with external services if it is deemed necessary to do so. 

 7.3.  Examining Electronic Devices 

 The  Principal,  and  any  member  of  staff  authorised  to  do  so  by  the  Principal,  can  carry  out  a  search  and 
 confiscate any electronic device that they have reasonable grounds for suspec�ng: 

 ●  Poses a risk to staff or pupils, and/or 
 ●  Is iden�fied in the school rules as a banned item for which a search can be carried out, and/or 
 ●  Is evidence in rela�on to an offence 

 Before a search, the authorised staff member will: 

 ●  Make an assessment of how urgent the search is, and consider the risk to other pupils and staff 
 ●  Explain  to  the  pupil  why  they  are  being  searched,  how  the  search  will  happen,  and  give  them  the 

 opportunity to ask ques�ons about it 
 ●  Seek the pupil’s coopera�on 

 Authorised  staff  members  may  examine,  and  in  excep�onal  circumstances  erase,  any  data  or  files  on 
 an electronic device that they have confiscated where they believe there is a ‘good reason’ to do so. 

 When  deciding  whether  there  is  a  ‘good  reason’  to  examine  data  or  files  on  an  electronic  device,  the 
 staff member should reasonably suspect that the device has, or could be used to: 

 ●  Cause harm, and/or 
 ●  Undermine the safe environment of the school or disrupt teaching, and/or 
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 ●  Commit an offence 

 If  inappropriate  material  is  found  on  the  device,  it  is  up  to  the  Principal  to  decide  on  a  suitable  response. 
 If  there  are  images,  data  or  files  on  the  device  that  staff  reasonably  suspect  are  likely  to  put  a  person  at 
 risk, they will first consider the appropriate safeguarding response. 

 When  deciding  if  there  is  a  good  reason  to  erase  data  or  files  from  a  device,  staff  members  will  consider 
 if  the  material  may  cons�tute  evidence  rela�ng  to  a  suspected  offence.  In  these  instances,  they  will  not 
 delete  the  material  and  the  device  will  be  handed  to  the  police  as  soon  as  reasonably  prac�cable.  If  the 
 material is not suspected to be evidence in rela�on to an offence, staff members may delete it if: 

 ●  They  reasonably  suspect  that  its  con�nued  existence  is  likely  to  cause  harm  to  any  person, 
 and/or 

 ●  The pupil and/or the parent refuses to delete the material themselves 

 If  a  staff  member  suspects  a  device  may  contain  an  indecent  image  of  a  child  (also  known  as  a  nude  or 
 semi-nude image), they will: 

 ●  Not view the image 
 ●  Confiscate  the  device  and  report  the  incident  to  the  DSL  (or  equivalent)  immediately,  who  will 

 decide  what  to  do  next.  The  DSL  will  make  the  decision  in  line  with  the  DfE’s  latest  guidance  on 
 screening,  searching  and  confisca�on  and  the  UK  Council  for  Internet  Safety  (UKCIS)  guidance  on 
 sharing  nudes  and  semi-nudes:  advice  for  educa�on  se�ngs  working  with  children  and  young 
 people 

 Any searching of pupils will be carried out in line with: 

 ●  The DfE’s latest guidance on  searching, screening  and confisca�on 
 ●  UKCIS  guidance  on  sharing  nudes  and  semi-nudes:  advice  for  educa�on  se�ngs  working  with 

 children and young people 

 Any  complaints  about  searching  for  or  dele�ng  inappropriate  images  or  files  on  pupils’  electronic  devices 
 will be dealt with through the school complaints procedure. 

 8.  ACCEPTABLE USE OF THE INTERNET AT THE ACADEMY 

 8.1.  All  pupils,  parents,  staff,  volunteers  and  Governors  are  expected  to  sign  an  agreement  (acceptable  use 
 policy)  regarding  the  acceptable  use  of  the  Academy’s  ICT  systems  and  the  Internet  (appendices  1  to 
 3). Visitors will be expected to read and agree to the Academy’s terms on acceptable use if relevant. 

 8.2.  Use  of  the  Academy’s  Internet  must  be  for  educa�onal  purposes  only,  or  for  the  purpose  of  fulfilling 
 the du�es of an individual’s role. 

 8.3.  We  will  monitor  the  websites  visited  by  pupils,  staff,  volunteers,  Governors  and  visitors  (where 
 relevant) to ensure they comply with the above. 

 9.  PERSONAL SMART DEVICES AT THE ACADEMY 

 9.1.  Pupils - Mobile Phones in Years 5 & 6 

 Online Safety Policy 
 Page:  11 

https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people


 St Mary’s Church of England Academy 

 If  parents/carers  of  children  in  years  5  or  6  have  decided  that  a  pupil  needs  their  phone  for  the 
 journey  to  and  from  school,  the  teacher  must  be  no�fied  that  they  have  permission  from  home  (see 
 appendix  4).  Mobile  phones  must  be  switched  off  before  entering  the  school  site  (the  blue  gates)  and 
 be  out  of  sight  i.e.  in  bags  or  coat  pockets.  Once  in  class,  they  must  be  handed  in  to  an  assigned 
 adult to be locked away for the day. 

 Parents  and  carers  should  be  aware  that  The  Academy  accepts  no  liability  for  the  loss  or  damage  to 
 any  mobile  phones  or  any  other  ‘SMART’  device,  which  are  brought  onto  the  school  grounds,  therefore 
 they should make their own arrangements if they require insurance protec�on. 

 9.2.  Smart Watches 

 Although  we  encourage  children  to  wear  basic  analogue  or  digital  watches  in  school,  we  do  not  allow 
 children  to  wear  a‘smart’  watch,  or  any  other  watch  that  has  the  same  func�onality  as  a  mobile  phone 
 or PC, on the school site. 

 If  a  pupil  is  found  by  a  member  of  staff  to  be  using  a  mobile  phone  or  smart  device  at  school,  it  will  be 
 confiscated  from  the  pupil  and  handed  to  a  member  of  staff,  who  will  store  it  safely  un�l  the  pupil 
 collects  it  at  the  end  of  the  school  day.  Should  a  pupil  be  found  to  be  using  a  mobile  phone  or  device 
 again  or  inappropriately,  then  it  will  be  confiscated  and  a  member  of  the  Senior  LeadershipTeam  will 
 contact a parent/carer to collect the phone from school. 

 The  school  reserves  the  right  to  say  that  a  pupil  will  no  longer  be  able  to  bring  a  mobile  phone  into 
 school. 

 Phones must not be taken on school trips/visits. 

 Any  breach  of  the  acceptable  use  agreement  by  a  pupil  may  trigger  disciplinary  ac�on  in  line  with  the 
 Academy’s behaviour policy, which may result in the confisca�on of their device. 

 9.3.  Staff 

 In  accordance  with  the  Staff  Code  of  Conduct,  members  of  staff  must  switch  off  mobile  phones  in 
 classrooms.  Should  they  need  to  use  phones  during  the  teaching  day,  this  must  be  done  in  the  staff 
 room or in cars, away from pupils. 

 Adults  can  wear  smartwatches  in  school.  As  with  mobile  phones,  these  must  not  be  used  for 
 messaging or recording during the teaching day. 

 Some  members  of  staff  need  to  use  mobile  phones  in  order  to  carry  out  their  du�es.  This  will  be 
 agreed with members of senior management. 

 Personal  mobile  phones  or  devices  must  not  be  used  for  taking  photos  of  pupils,  instead  only 
 academy owned and registered devices may be used. 
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 9.4.  Visitors 

 As  with  all  visitors,  for  Safeguarding  reasons,  parents/carers  are  required  to  put  away  their  mobile 
 phones  on  arrival  in  the  playground.  Visitors  must  not  use  their  mobile  phones  whilst  in  school,  unless 
 they receive permission beforehand from a member of the Senior Leadership Team. 

 10.  STAFF USING PERSONAL SMART DEVICES & PHONES AT THE ACADEMY 

 10.1.  All  staff  members  will  take  appropriate  steps  to  ensure  their  devices  remain  secure.  This  includes,  but 
 is not limited to: 

 ●  Keeping  the  device  password-protected  –  strong  passwords  are  at  least  8  characters,  with  a 
 combina�on  of  upper  and  lower-case  le�ers,  numbers  and  special  characters  (e.g.  asterisk  or 
 currency symbol) 

 ●  Ensuring  their  hard  drive  is  encrypted  –  this  means  if  the  device  is  lost  or  stolen,  no  one  can 
 access the files stored on the hard drive by a�aching it to a new device 

 ●  Making  sure  the  device  locks  if  le�  inac�ve  for  a  period  of  �me  or  when  the  device  is 
 una�ended 

 ●  Not sharing the device among family or friends 
 ●  Installing an�-virus and an�-spyware so�ware 
 ●  Keeping opera�ng systems up to date – always install the latest updates 

 10.2.  Staff  members  must  not  use  the  device  in  any  way  which  would  violate  the  school’s  terms  of 
 acceptable use. 

 10.3.  Work devices must be used solely for work ac�vi�es. 

 10.4.  If  staff  have  any  concerns  over  the  security  of  their  device,  they  must  seek  advice  from  the  ICT 
 Manager. 

 11.  HOW THE ACADEMY WILL RESPOND TO ISSUES OF MISUSE 
 11.1.  Where  a  pupil  misuses  the  Academy’s  ICT  systems  or  Internet,  we  will  follow  the  procedures  set  out 

 in  our  policies  on  good  behaviour  and  Internet  acceptable  use.  The  ac�on  taken  will  depend  on  the 
 individual circumstances, nature and seriousness of the specific incident, and will be propor�onate. 

 11.2.  Where  a  staff  member  misuses  the  Academy’s  ICT  systems  or  the  Internet,  or  misuses  a  personal 
 device  where  the  ac�on  cons�tutes  misconduct,  the  ma�er  will  be  dealt  with  in  accordance  with  the 
 Staff  Code  of  Conduct.  The  ac�on  taken  will  depend  on  the  individual  circumstances,  nature  and 
 seriousness of the specific incident. 

 11.3.  Breaches of this policy will be recorded on Staff Safe (CPOMS). 

 11.4.  The  Academy  will  consider  whether  incidents  which  involve  illegal  ac�vity  or  content,  or  otherwise 
 serious incidents, should be reported to the police. 

 12.  TRAINING 
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 12.1.  All  new  staff  members  will  receive  training,  as  part  of  their  induc�on,  on  safe  Internet  use  and  online 
 safeguarding  issues  including  cyberbullying  and  the  risks  of  online  radicalisa�on  and  will  complete 
 the Na�onal Online Safety Annual Cer�ficate in Online Safety. 

 12.2.  All  staff  members  will  receive  refresher  training  at  least  once  each  academic  year  by  comple�ng  the 
 Na�onal  Online  Safety  Annual  Cer�ficate  in  Online  Safety  as  part  of  safeguarding  training,  as  well  as 
 relevant updates as required (for example through emails, e-bulle�ns and staff mee�ngs). 

 12.3.  All  teaching,  support  and  admin  staff  must  complete  the  Na�onal  Online  Safety  ‘Online  Safety  of 
 School Staff and Governors’ cer�ficated course annually. 

 12.4.  By way of this training, all staff will be made aware that: 

 ●  Technology  is  a  significant  component  in  many  safeguarding  and  wellbeing  issues,  and  that 
 children are at risk of online abuse 

 ●  Children can abuse their peers online through: 
 o   Abusive, harassing, and misogynis�c messages 
 o  Non-consensual  sharing  of  indecent  nude  and  semi-nude  images  and/or  videos,  especially 
 around chat groups 
 o  Sharing  of  abusive  images  and  pornography,  to  those  who  don’t  want  to  receive  such 
 content 

 ●  Physical  abuse,  sexual  violence  and  ini�a�on/hazing  type  violence  can  all  contain  an  online 
 element 

 Training will also help staff: 

 ●  develop be�er awareness to assist in spo�ng the signs and symptoms of online abuse 
 ●  develop  the  ability  to  ensure  pupils  can  recognise  dangers  and  risks  in  online  ac�vity  and  can 

 weigh the risks up 
 ●  develop  the  ability  to  influence  pupils  to  make  the  healthiest  long-term  choices  and  keep  them 

 safe from harm in the short term 

 12.5.  The  DSL  and  depu�es  will  undertake  child  protec�on  and  safeguarding  training,  which  will  include 
 online  safety,  at  least  every  2  years.  They  will  update  their  knowledge  and  skills  on  the  subject  of 
 online  safety  at  regular  intervals,  and  at  least  annually,  including  comple�on  of  the  Na�onal  Online 
 Safety ‘Online Safety for Designated Safeguarding Leads’ cer�ficated course. 

 12.6.  Governors  will  receive  training  on  safe  Internet  use  and  online  safeguarding  issues  as  part  of  their 
 safeguarding  training  and  will  complete  the  Na�onal  Online  Safety  ‘Online  Safety  of  School  Staff  and 
 Governors’ cer�ficated course annually. 

 12.7.  Volunteers will receive appropriate training and updates, if applicable. 

 12.8.  More  informa�on  about  safeguarding  training  is  set  out  in  our  Safeguarding  and  Child  Protec�on 
 Policy. 
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 13.  MONITORING AND REVIEW ARRANGEMENTS 

 13.1.  The  Principal  and  DSL  will  monitor  behaviour  and  safeguarding  issues  related  to  online  safety  using 
 our CPOMS recording system. 

 13.2.  The  Principal/Designated  Safeguarding  Lead  and  Link  Governor  will  be  responsible  for  monitoring  the 
 implementa�on  and  effec�veness  of  this  policy.  It  will  be  reviewed  annually  by  the  Standards  and 
 Curriculum Commi�ee; or before at any �me, if there is new relevant legisla�on or guidance. 
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 Appendix 1: 

 Learner Acceptable Use Agreement Template – for younger learners (Founda�on/KS1) 

 This is how we stay safe when we use computers: 

 ●  I will ask a teacher or suitable adult if I want to use the computers/tablets 
 ●  I will only use ac�vi�es that a teacher or suitable adult has told or allowed me to use 
 ●  I will take care of computers/tablets and other equipment 
 ●  I will ask for help from a teacher or suitable adult if I am not sure what to do or if I think I have 

 done something wrong 
 ●  I will tell a teacher or suitable adult if I see something that upsets me on the screen 
 ●  I know that if I break the rules I might not be allowed to use a computer/tablet 

 Signed (child): 

 Signed (parent): 

 Appendix 2: 

 Learner Acceptable Use Agreement Template – for KS2 

 Introduc�on 

 Digital  technologies  have  become  integral  to  the  lives  of  children  and  young  people,  both  within  and 
 outside  schools.  These  technologies  are  powerful  tools,  which  open-up  new  opportuni�es  for  everyone. 
 They  can  s�mulate  discussion,  encourage  crea�vity  and  s�mulate  awareness  of  context  to  promote 
 effec�ve learning. Learners should have an en�tlement to safe access to these digital technologies. 

 This acceptable use agreement is intended: 

 ●  to  ensure  that  learners  will  have  good  access  to  devices  and  online  content,  be  responsible 
 users  and  stay  safe  while  using  digital  technologies  for  educa�onal,  personal  and  recrea�onal 
 use 

 ●  to  help  learners  understand  good  online  behaviours  that  they  can  use  in  school,  but  also  outside 
 school 

 ●  to  protect  school  devices  and  networks  from  accidental  or  deliberate  misuse  that  could  put  the 
 security of the systems and users at risk. 

 Acceptable Use Agreement 
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 When  I  use  devices  I  must  behave  responsibly  to  help  keep  me  and  other  users  safe  online  and  to  look 
 a�er the devices. 

 For my own personal safety: 

 ●  I  understand  that  what  I  do  online  will  be  supervised  and  monitored  and  that  I  may  not  be 
 allowed to use devices in school unless I follow these rules and use them responsibly 

 ●  I will only visit internet sites that adults have told me are safe to visit 
 ●  I will keep my username and password safe and secure and not share it with anyone else 
 ●  I will be aware of “stranger danger” when I am online 
 ●  I will not share personal informa�on about myself or others when online 
 ●  If  I  arrange  to  meet  people  off-line  that  I  have  communicated  with  online,  I  will  do  so  in  a  public 

 place and take a trusted adult with me 
 ●  I  will  immediately  tell  an  adult  if  I  see  anything  that  makes  me  feel  uncomfortable  when  I  see  it 

 online. 

 I will look a�er the devices I use, so that the school and everyone there can be safe: 

 ●  I will handle all the devices carefully and only use them if I have permission. 
 ●  I will not try to alter the se�ngs on any devices or try to install any so�ware or programmes. 
 ●  I will tell an adult if a device is damaged or if anything else goes wrong. 
 ●  I will only use the devices to do things that I am allowed to do. 

 I will think about how my behaviour online might affect other people: 

 ●  When online, I will act as I expect others to act  toward me. 
 ●  I will not copy anyone else’s work or files without their permission. 
 ●  I  will  be  polite  and  responsible  when  I  communicate  with  others  and  I  appreciate  that  others 

 may have different opinions to me. 
 ●  I will not take or share images of anyone without their permission. 

 I know that there are other rules that I need to follow: 

 ●  I will not use any personal devices in school. 
 ●  Where  work  is  protected  by  copyright,  I  will  not  try  to  download  copies  (including  music  and 

 videos). 
 ●  When  I  am  using  the  internet  to  find  informa�on,  I  should  take  care  to  check  that  the  informa�on 

 is  accurate,  as  I  understand  that  the  work  of  others  may  not  be  truthful  and  may  be  a  deliberate 
 a�empt to mislead me. 

 ●  I should have permission if I use the original work of others in my own work. 
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 I understand that I am responsible for my ac�ons, both in and out of school: 

 ●  I  know  that  I  am  expected  to  follow  these  rules  in  school  and  that  I  should  behave  in  the  same 
 way when out of school as well. 

 ●  I  understand  that  if  I  do  not  follow  these  rules,  I  may  be  subject  to  disciplinary  ac�on.  This  could 
 include  loss  of  access  to  the  school  network  and  internet,  device  privileges  removed, 
 parents/carers contacted and, in the event of illegal ac�vi�es, involvement of the police. 

 Learner Acceptable Use Agreement Form: 

 Please complete the sec�ons below to show that you have read, understood and agree to the rules 
 included in the acceptable use agreement. If you do not sign and return this agreement, access will not 
 be granted to school systems. (Schools will need to decide if they require learners to sign, or whether 
 they wish to simply make them aware through educa�on programmes/awareness raising). 

 I have read and understand the above and agree to follow these guidelines when: 

 ●  I use the school systems and devices (both in and out of school) 
 ●  I use my own devices in the school (when allowed) e.g. mobile phones, gaming devices USB 

 devices, cameras etc. 
 ●  I am out of school and involved in any online behaviour that might affect the school or other 

 members of the school. 

 Name of Learner:  Group/Class: 

 Signed:  Date: 

 Parent Signature:_______________________________ 
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